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ABSTRACT

In this study, high school students at Little Scholars Matriculation Hr. Sec. School in Thanjavur, Tamil
Nadu, India, are asked about the prevalence and effects of social anxiety. The 17-item Social Phobia Inventory
(SPIN) questionnaire, which asks about social interactions, fear of being judged, and discomfort in different
social settings, was used to collect data from students. The study analyses student replies and determines the
degree of social anxiety using this dataset and a Random Forest machine learning technique. Through the
identification of important characteristics that lead to higher degrees of discomfort, the model seeks to predict
social anxiety levels. By use of feature selection and correlation analysis, the research reveals intricate
connections among many facets of social interactions that impact anxiety. Accuracy and predictive power are
used to assess the Random Forest model's performance, showing that it can accurately predict high school
students' social anxiety. In order to improve mental health support systems for high school kids, the study
suggests more research to improve predictive models and emphasises the potential of Random Forest for
precisely pinpointing important elements linked to social anxiety.

1. INTRODUCTION

The Internet of Medical Things (IoMT) has
revolutionized healthcare by enabling the efficient
distribution of medical images among patients and
doctors. However, this increased accessibility also
raises significant concerns regarding the confidentiality
and integrity of sensitive medical data during storage
and transmission. To address these challenges, we
propose an innovative medical image encryption system
that combines the advantages of deep learning with
modern encryption techniques for enhanced security
and usability. This system allows users to upload
medical images, which are encrypted into a QR code
format along with a unique key number. The generated
QR code and key are securely stored in a designated
folder for future use. During decryption, users can
upload the stored QR code and key, enabling the system
to reconstruct the original image with high accuracy.
Our encryption process leverages the power of deep
learning-based neural networks, which are inherently
non-linear and well-suited for handling image
encryption tasks. A feature encoding mechanism
ensures robustness against attacks such as cropping,
noise, and brute force. Furthermore, we utilize QR
codes for compact and secure transmission, adding an
additional layer of encryption and simplifying the
sharing of encrypted images. Unlike traditional
cryptosystems, which struggle with the unique
characteristics of image data (e.g., redundancy and
spatial correlation), our system employs a deep neural
network-based end-to-end encryption approach. The
network directly learns the encryption process,
enhancing security and eliminating the need for manual
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algorithm design. Advanced cryptographic features,
such as chaotic mapping and loss functions optimized
for encryption tasks, ensure resilience against known
plaintext attacks, statistical attacks, and other security
threats. This approach not only ensures the protection of
sensitive medical data but also provides a user-friendly
mechanism for secure image storage and retrieval,
leveraging the advantages of oM T while addressing its
privacy concerns effectively. combination of speed,
complexity, high security, reasonable computational
overhead, and computational power consumption.
Many chaotic systems, including high and one-
dimensional systems, have been proposed for image
encryption. High-dimensional chaotic systems, such as
the Rossler system and the Lorenz chaotic system, are
commonly employed in image encryption. Yang et al.
[5] proposed a medical image encryption technique
using exclusive OR (XOR) with Josephus traversing
and cat mapping on the basis of the Lorenz chaotic
system and SHA-512. Additionally, some researchers
have also proposed new high-dimensional chaotic
systems to enhance cryptographic security. Wang and
Wang [6] proposed a new 6-D hyperchaotic system and
employed bit-level permutation and DNA encoding to
strengthen the security of the cryptosystem. However,
although high-dimensional chaotic systems may offer
increased security, their complexity can pose challenges
for circuit implementation or encryption efficiency. On
the other hand, one-dimensional chaotic systems are
vulnerable to attack based on phase space reconstruction
[7]. To address these limitations, some researchers have
proposed enhancing one-dimensional chaotic maps by
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incorporating additional methods. Sun and Chen [§]
proposed a method for enhancing the security of image
encryption by employing a one-dimension chaotic
system (logistic map) and an improved Arnold
algorithm for image permutation and diffusion.
However, the outputs of these chaotic systems are non-
uniform To improve safety, they proposed an improved
method that concatenated the plaintext image with
random images as inputs into the encryption network,
performed further diffusion and outputted the result as a
ciphertext image to improve the avalanche effect.
Subsequently, some improvements have been proposed
in [32] and [33]. In addition to GAN-based methods,
sang et al. [7] proposed a novel image encryption
method based on logistic chaotic systems and deep
autoencoder, which scrambled the plaintext image using
a logistic chaotic system and then encoded the
scrambled image with a deep autoencoder to generated
the ciphertext image. Zhu et al. [34] proposed an end-
to-image image diffusion model, Erdenet, and a novel
loss function based on pixel entropy to enhance the
security of ciphertext images. To strengthen the security
of the encrypted network, Li and Peng [35] introduced
an attention mechanism to enhance the model’s
response to the region of interest within the medical
image. However, these algorithms do not exhibit
stronger enough resistance against cropping and noise
attacks for transmitting in complex networks.

OBJECTIVE

This project is to develop a secure, efficient, and user-
friendly medical image encryption and decryption
system to protect sensitive patient data. The system aims
to utilize deep learning techniques for robust encryption,
converting medical images into QR codes along with
unique keys for secure storage and transmission.
Additionally, the system focuses on enabling accurate
image decryption by reconstructing the original image
using the QR code and key, ensuring confidentiality and
integrity of medical data against various security threats.
This project seeks to address privacy concerns in
facilitating secure and seamless sharing of medical
images among authorized personnel.

2.1 PROBLEM STATEMENT

The increasing digitization of healthcare has made the
secure transmission and storage of medical images such
as X-rays, MRIs, and CT scans a critical concern.
Traditional encryption methods often struggle to provide
the necessary robustness against sophisticated cyber
threats while maintaining the quality and integrity of the
original image. Additionally, many existing solutions
lack user-friendly mechanisms for secure sharing and
reliable decryption, which limits their practical
applicability in clinical environments. To address these
challenges, this project proposes the development of an
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advanced medical image encryption and decryption
system that leverages deep learning and QR code
technology. The system allows users to upload a medical
image, which is then encrypted using a neural network-
based feature encoding technique and transformed into a
QR code format. A unique encryption key is generated
and stored securely alongside the QR code. For
decryption, users can upload both the QR code and the
corresponding key to accurately reconstruct the original
image using a reversible neural network. This approach
ensures high resistance to attacks such as noise,
cropping, and brute-force methods, while also preserving
the image’s fidelity. By combining Al-driven security
with the convenience of QR codes, this system offers a
robust, secure, and user-friendly solution for protecting
sensitive medical data.

2.2 Existing System
GAN-based models offer advanced encryption
capabilities, they face several challenges and limitations.
One significant drawback is the complexity of training
GAN:s, as the generator and discriminator must reach a
delicate balance; otherwise, issues like mode collapse
may occur, resulting in poor encryption quality.
Additionally, =~ GANs often require extensive
computational resources and high-quality hardware,
making them unsuitable for resource-constrained
environments or real-time applications. Another
limitation is the potential lack of reliability in generating
consistent and robust encrypted outputs, as GANs can
sometimes produce outputs that deviate from expected
patterns. Furthermore, GAN-based encryption methods
may introduce overhead in both encryption and
decryption processes, which can increase latency and
reduce system efficiency. Lastly, the reliance on
adversarial training can lead to challenges in maintaining
model stability, making GANs less predictable and
harder to fine-tune for specific use cases. These
limitations highlight the need for more efficient and
practical alternatives for medical image encryption.
Disadvantage of Existing System
» GAN training is complex and prone to instability,
leading to issues like mode collapse.
» Increased overhead in encryption and decryption
processes can lead to higher latency.
» May produce inconsistent encrypted outputs,
reducing reliability.

2.3 Proposed System

The proposed system aims to enhance the security of
medical image storage and transmission by incorporating
Al-based encryption and decryption, alongside the use of
the pyqrcode library for QR code generation and secure
key management. The system allows users to upload a
medical image, which is then encrypted using a secure
cryptographic key generated from the image features.
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This key is encoded into a QR code using the pyqrcode
library, providing a portable and secure means of
transferring the key. The encrypted image, along with the
QR code, is stored in a secure location. To decrypt the
image, users scan the QR code to extract the encrypted
key, which is validated before being used to reverse the
encryption process. This ensures that only authorized
users with the correct key can access the original image,
preserving confidentiality and integrity. The use of Al-
based encryption models, secure key generation, and QR
code scanning ensures that the system is both secure and
user-friendly, providing protection against unauthorized
access and various attacks. This approach simplifies the
process of sharing medical images securely while
maintaining high levels of encryption effectiveness.

Advantages of Proposed System

Improved security with Al-based encryption.
Easy key management via QR codes.
User-friendly process for encryption and
decryption.

Ensures confidentiality and integrity of
medical images.

Efficient image storage and transfer with QR
codes.

YV VYV VVVY

2. RELATED WORKS

In recent years, numerous studies have explored the
application of encryption techniques and artificial
intelligence in securing medical data, particularly
medical images. Traditional image encryption methods,
such as AES (Advanced Encryption Standard) and DES
(Data Encryption Standard), have been widely used for
protecting digital images. However, these methods often
struggle with maintaining a balance between security,
computational efficiency, and resistance to image
processing attacks. To overcome these limitations,
researchers have begun integrating deep learning
approaches into the field of image encryption.

One significant advancement involves the use of
convolutional neural networks (CNNs) and autoencoders
to encode image features in a non-human-interpretable
format, making them highly secure against unauthorized
access. Some studies have proposed hybrid encryption
methods that combine deep learning with classical
cryptographic techniques to enhance security and reduce
redundancy. Additionally, reversible data hiding
techniques and generative adversarial networks (GANSs)
have been used to embed encrypted information into
cover images or noise patterns to further obfuscate
sensitive data.

Another notable trend is the incorporation of QR code
technology in secure data transmission. Researchers
have developed systems that convert encrypted medical
data into QR codes to facilitate easy storage and sharing
while preserving data confidentiality. These QR-based
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systems are particularly useful in telemedicine and
remote diagnosis, where quick and secure access to
medical images is essential.

Overall, while existing works have laid a strong
foundation for secure medical image handling, they often
face challenges in usability, robustness against image
manipulation, and scalability. The proposed project
builds upon these existing approaches by introducing a
deep learning-based encryption mechanism combined
with QR code technology and a reversible neural
network to provide a more secure, efficient, and user-
friendly solution for medical image encryption and
decryption.

3. METHODOLOGY OF PROJECT

The methodology of the proposed project involves a
systematic integration of deep learning and QR code
technology to ensure secure encryption and decryption of
medical images. The process begins with the acquisition
and preprocessing of medical images, where uploaded
images are resized, normalized, and prepared for
encryption. The core of the system lies in a deep
learning-based  encryption model, typically a
convolutional neural network or autoencoder, which
encodes the critical features of the image into a
compressed and secure format. Alongside this, a unique
encryption key is generated for each image, essential for
its subsequent decryption. The encrypted data is then
converted into a QR code, which serves as a compact and
easily shareable medium for storing and transmitting the
encrypted image. Both the QR code and the encryption
key are stored securely or shared with authorized users.
For decryption, the user uploads the QR code and
provides the corresponding key, which allows the system
to decode the encrypted data and reconstruct the original
image using a reversible neural network. This model
ensures high fidelity in image reconstruction and is
robust against various attacks such as noise, cropping,
and brute-force attempts. The entire methodology
ensures an end-to-end secure, reliable, and user-friendly
framework for handling sensitive medical images.

MODULE DESCRIPTION:

User:

The process begins with the user, who wants to secure a
medical image. This could be a doctor, healthcare
provider, or authorized personnel responsible for
handling medical data.

Upload Medical Image:

The user uploads the medical image to the system. This
image could be anything from X-rays, MRIs, or CT scans
that need protection for privacy and confidentiality.
Encrypt Image:

The uploaded image is then encrypted using an Al-based
encryption model. This step ensures that the image is
transformed into a secure format that is unreadable
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without the appropriate decryption key, protecting the
image's sensitive information.

Generate QR Code and Key:

After the image is encrypted, a secure key is generated.
This key, which is used to decrypt the image later, is then
encoded into a QR code. The QR code acts as a secure
means of transferring and storing the key, ensuring only
authorized individuals can access the key.

Upload Generated QR Code and Key:

The generated QR code and encryption key are uploaded,
either for storage or transmission. These QR codes and
keys are stored securely, and only authorized users can
retrieve them to decrypt the image.

Decrypt Image:

When the authorized user needs to access the original
medical image, they upload the QR code and key. The
system uses the key from the QR code to decrypt the
image, restoring it to its original form for viewing and
analysis.

4. ALGORITHM USED IN PROJECT

The proposed system begins with the user uploading a
medical image that needs to be protected. Once the image
is uploaded, it is encrypted using a deep learning-based
encryption algorithm, which ensures that the contents are
scrambled and unreadable without the appropriate
decryption key. A secure key is then generated using the
secure_key library, which is essential for decrypting the
image later. The generated key is encoded into a QR code
using the pyqrcode library, providing a compact and
secure way to store and transfer the key. This QR code is
saved or shared with authorized users who need access
to the encrypted image. When decryption is required, the
authorized user uploads the QR code containing the key.
The system then uses the secure key to decrypt the image,
reversing the encryption process to restore the original
medical image. Finally, the decrypted image is
displayed, allowing authorized users to access it for
diagnosis or treatment. This workflow ensures that the
medical image remains secure throughout storage and
transmission, with only authorized users able to decrypt
and view the image.

5. SYSTEM ARCHITECTURE

Encryption Netwaork

L[

Key Generator

[T ]
_l~s~9_}

Dreeryption Network

A
A

Decrypied Image

Fig: 7 System Architecture Of Project
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6. DATA FLOW DIAGRAM

Upload medical
Image

Image Encryption
qr code/key

Upload generated

grcode and secure

key

Fig: 6 Flow Diagram

7. RESULTS

For better diagnosis implementing a more
sophisticated key management system with multifactor
authentication would increase security image
compression techniques can be used to reduce file sizes
without compromising security allowing faster
transmission.
Real-time encryption and decryption can also be
introduced to support live medical image processing
incorporating blockchain for data integrity would ensure
that the medical images remain tamper-proof.
To improve accessibility the system can be made
compatible with multiple platforms like mobile and web.

8. FUTURE ENHANCEMENT

In the future, several enhancements can be made to
improve the medical image encryption system. First,
integrating advanced encryption algorithms, such as
homomorphic encryption, can further secure the data
against emerging threats. The system can be expanded to
handle color medical images, such as MRI or CT scans,
by implementing adaptive encryption techniques.
Additionally, cloud storage integration would allow
encrypted images to be securely stored and shared
remotely, enhancing flexibility for telemedicine. Al-
driven image enhancement can be introduced to improve
decrypted image quality for better diagnosis.
Implementing a more sophisticated key management
system with multi-factor authentication would increase
security. Image compression techniques can be used to
reduce file sizes without compromising security,
allowing faster transmission. Real-time encryption and
decryption can also be introduced to support live medical

Vol 25 Issue 08,2025

Page 501 of 503



ISSN:2250-3676

International Journal of Engineering Science and Advanced Technology (IJESAT)

image processing. Incorporating blockchain for data
integrity would ensure that the medical images remain
tamper-proof. To improve accessibility, the system can
be made compatible with multiple platforms like mobile
and web.

9. CONCLUSION

In conclusion, the proposed system leveraging deep
learning-based encryption, utilizing the pyqrcode and
secure_key libraries, presents a secure and efficient
solution for medical image protection. By combining
feature encoding and decoding with encryption and
decryption techniques, this system ensures that sensitive
medical data is securely encrypted and can only be
decrypted by authorized individuals. The integration of
chaotic system-generated keys further enhances security,
while the use of QR codes for key storage simplifies the
process of key management. This approach demonstrates
resilience against various security threats, including
unauthorized access and data tampering, ensuring
privacy and integrity of medical images during storage
and transmission. The user-friendly workflow of image
upload, encryption, QR code generation, and decryption
makes it a practical solution for healthcare professionals.
Overall, the system offers a promising framework for
safeguarding medical images, paving the way for more
secure healthcare data handling in the future.
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